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= [t must be checked to backup open files (locked files, or files being written
to)
o You can also configure a task to re-start automatically if it didn’t run at the
scheduled time.
o Caching: You can set the maximum cache folder size. By default, it is set to 1GB.
You can change the cache size and cache folder location.

My Options screen

At the bottom of the “My Options” screen, you can see 3 buttons: “Save Change”, “View Cache
Files”, “Clear All Cache Files”.

The cache folder is used to speed up download and upload speed; if the same file has been
uploaded / downloaded, it will not download / upload again. It is also needed to save the
“shadow copy files”. When you backup a file that is being written to, DriveHQ Online Backup
will create a shadow copy, i.e. a snapshot of the file at the time. It saves the file in the cache
folder and then backup the file from the cache folder to DriveHQ server.
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Subscription:

DriveHQ has bundled all storage related services into the same premium service packages. So
you will get Online Backup, Online Storage, sharing and Collaboration, FTP Server Hosting,
Files / Static Website Hosting, Folder Synchronization services and features for no extra charge.
You can click on the Subscribe button to order DriveHQ paid services online.

For more info about service subscriptions, please visit the DriveHQ.com website manual.

Encrypted Folder:

Click on Encrypted Folder, you will see the screen as shown below.

B DriveHQ Online Backup - Enterprise Edition - Welcome FreeDrivehq!

Online Backup

Enterprise Edition Manage Tasks

2) My DriveH(Q Account

Log out cfJ]
% My Profile
The DriveHQ Encrypted Folder offers an un-rmatched level of
security and privacy. Encryption offers both secure transmission
Account Balance and storage of your files, Files are encrypted with your private

key by DriveHQ Online Backup if the task is configured to ®
Backup with encryption®, In this case, files are backed up to "My
Encrypted Data®” folder. When you download files from this folder,
the encrypted files are downloaded and decrypted by Online

a

Change Password

My Options Backup (or FileManager) transparently, You cannot download or
manage encrypted files with IE or FTP.
‘2  Subscription
You can change the encryption key. The new key will only
apply to new uploaded files,
| Encrypted Folder
System Options 3
Mew Encryption kKey: |
Event Log
Confirm Encryption Key:
&2 Group Account

SAXELRINfe/ naflOES

© 2003-2010 Drive Headquarters, Inc. All rights reserved.

Encrypted Folder screen

DriveHQ Encrypted Folder is an advanced feature. Please note DriveHQ online service is
already very secure by supporting HTTPS/SSL or FTP over SSL. Moreover, DriveHQ Online
Backup and DriveHQ FileManager supports “Encrypted Folder”. Once you turn it on, you must
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also enter a secure encryption key. This key is extremely important so you must keep it safely
and not lose it. Note when you upload files to DriveHQ encrypted folder:

\My Documents\My Encrypted Data

Your files are encrypted locally using your secure private encryption key. The encryption key is
never sent to DriveHQ server. So your files will remain encrypted on DriveHQ system. This way,
it is extremely secure. But be careful: if you lose your encryption key, nobody can help you
decrypt your files.

The encryption key is automatically cached in your local PC. So if you upload files / download
files using DriveHQ client software, the files will be transparently encrypted and decrypted. You
don’t need to enter the encryption key again and again.

Another thing to notice is: once a file is uploaded to DriveHQ encrypted folder, the file is
encrypted with the current encryption key. If you change your encryption, it will not affect files
already uploaded to DriveHQ.com. To change the encryption key for these files, you must delete
them and upload them again. If you don’t do so, please make sure to remember / keep all
encryption keys.

System Options:

- “Automatically run when I logon Windows”: this option can be used to turn it on / off.

- Show hidden files / folders: this option allows DriveHQ Online Backup to display the hidden
files. You must check it to backup hidden files.

- Automatically start minimized: after you reboot Windows, the DriveHQ Online Backup GUI
software will start as minimized. DriveHQ Online Backup is designed to set and forget. So run
minimized will not affect your other work.

- Use SSL: turn this option on to upload / download files using HTTPS/SSL

- Register Shell Menu: This will add DriveHQ Online Backup menu to Windows Explorer.
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-1 DriveHQ Online Backup - Enterprise Edition - Welcome FreeDrivehq!

DrveH o Online Backup

AUEUEIZIAL | Home | Create | Restore | Manage Tasks |

) My DriveHQ Account Log out =]

% My Profile
’7 Automatically run when I log on to Windows

Account Balance
|— Show hidden files and folders
E Change Password
’7 Automatically start minimized
% My Options

[ usessL

|7 Register Shell Menu

‘% Subscription
Encrypted Folder
. System Options
= Event Log

% Group Account

© 2003-2010 Drive Headquarters, Inc. All rights reserved.

Event Log:

This function is very useful to monitor your Backup tasks. See the screenshot below:
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-1 DriveHQ Online Backup - Enterprise Edition - Welcome FreeDrivehq!

Enterprise Edition Manage Tasks

= My DriveH(Q Account
2 ) My Q Log out c7)
B2 My Profile Send backup status report to: freedrivehq@grnail.com
Account Balance ’_ When an error happens |_ After a task finishes
E* Change Password S
|7 Marmal |7 Warning
% My Options |7 Errar
‘% Subscription Type | Task | Date Time | Diescription [A
@Normal BackupO 12/02/2009 13:06:13  Start backup kask,
Encrypted Folder @Normal Backupd  12/02/2009 13:12:15  Start backup task,
l:,_i;'l'\lormal Backupd  12/02/2009 13:13:49  Start backup task,
System Options @Normal Backupd  O7/15/201013:39:01  Start backup kask,
@Normal Backupl  O7/15/2010 14:14:41  Start backup task,
@Normal Backupl  O7/15/2010 14:14:48  Finish backup task,
‘= Event Log
[ E)normal Backupd  07/15/2010 14:15:51  Start backup kask, M
«% Group Account ‘i] ! | ?
L © 2003-2010 Drive Headquarters, Inc. All rights reserved. )

Event Log screen

As shown in the screenshot, you can configure it to:
- Send backup status report. It can send to any email address, or multiple email addresses
separated by ;.
- Configure which info to log and when to log.
This feature allows users to receive daily backup status report. This is particularly useful if you
use DriveHQ Online Backup to backup servers where nobody is logged on the computer. (so

nobody will see if it is working properly.)
Group Account:

If your DriveHQ account is not a group account, you will see the following screen:
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-1 DriveHQ Online Backup - Enterprise Edition - Welcome FreeDrivehq!

DrveH o Online Backup

Enterprise Edition Manage Tasks

) My DriveHQ Account

Log out c7)
% My Profile
Designed for businesses with multiple users, DriveHQ Group

eI e e e Account service is extremely useful and powerful, vou can:

- Create / add / edit / delete sub-user;
E"’ Change Password - Share different folders to different users, sub-groups and

contact groups with different permissions;
My Options

% y Bipt - Collaborate with colleagues or clients;
‘% Subscription - Autornatically sync folders among user accounts,

- Allocate storage space and download bytes among group
Encrypted Folder rmermbers at any time;
— — - Sub-users can backup their computers to their own accounts,
@ System Options
i@ Event Log

| q% Group Account J

© 2003-2010 Drive Headquarters, Inc. All rights reserved.

Group Account Screen for Non-group Admin User

You can click on Free Upgrade to Group Account to upgrade your account to be a group
account. A free group admin user only can create one sub-user.

If you are a group administrator, you will see the following screen:
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-1 DriveHQ Online Backup - Enterprise Edition - Welcome x!

) Online Backup

Enterprise Edition

) My DriveHQ Account

Log out c7)
% My Profile
Using DriveHQ Group Admin tool, you can:
Account Balance - Create / add / edit / delete sub-user;
@ Change Password - Allocate storage space and download bytes;
- Share different folders to different users, sub-groups and
% My Options contact groups with different permissions;
- dutornatically sync folders amaong user accounts, |
‘% Subscription |
Encrypted Folder
System Options
Event Log
% Group Account ¥iew Group Backup Status
\

~baunch Broup AAMINTO0L)  elOEC

© 2003-2010 Drive Headquarters, Inc. All rights reserved.

Group Account Screen for Group Admin User

You can view your group backup status and manager your group members through the DriveHQ
web.

9.11. Advanced features and technical information

DriveHQ Online Backup has many advanced features; it is also integrated with DriveHQ Online
Storage & Sharing, FTP Server Hosting services, offering far more features and services.

DriveHQ Online Backup advanced features incl.:

- Run as Windows (NT) service; it can backup your computers, incl. server computers,
even if nobody is logged on;

- Can backup network-mapped drives / network shared folders;

- Can backup multiple computers using the same DriveHQ account;

- Support group account service; can backup multiple computers of a group of users;

- Files backed up on DriveHQ.com can be accessed using DriveHQ.com website, DriveHQ
FileManager and FTP.
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9.11.1. Run as Windows (NT) Service:

File

Action

DriveHQ  Online and

DHQBackupSvc.exe.

Backup has two processes: DriveHQBackup.exe

DriveHQBackup is the GUI program, which is used to create / manage / monitor
backup tasks, check or update user account info and order service subscription, etc. Once
the user account is setup and backup tasks are created, the GUI program is not needed to
run the backup task.

DHQBackupSvc is the backend service program, which is used to schedule and
actually run the backup tasks. Once the GUI program has created the backup tasks, this
service program is responsible to run the backup tasks at the scheduled times.

By separating the backup software into two programs, DriveHQ Online Backup can
backup a computer even if nobody is logged on. The DHQBackupSvc.exe service
program can automatically start before anybody logs on.

When you start DriveHQ Online Backup GUI program, it will try to connect to
DHQBackupSvc.exe process. If it fails to connect, then backup cannot be performed.
You must check if the backup service has been started. To locate DriveHQ Online
Backup service, please go to Administrative Tools = Services. See the screenshot below:

=101 x|

Wiew  Help

rMYEEEE TR

.. Services (Local

q Services (Local)

DriveHQ Backup Service Mame = | Description | Status | Startup Tvpe | Log On A:il
~. Distributed Link Tracki,.. Maintains links betwe,,,  Starkted Aukomatic Local Sysl

Stap the service: " Distributed Transactio,,. Coordinates transact,,.  Starked Automatic (... Mebwork$ |

Bestark the service . DNS Client The DNS Client servic,., Started  Automatic Netwark ¢

|

DriveHC Backup Service  DriveHQ Online Back, ., Starked Automatic Local Sys
Description: . DriveH) FileManagerFun DriveHQ FileManager,.,  Starked Aukomatic Lacal Sysl
E:L\EZES Online Backup NT service . Encrypting File Syste..,  Provides the core file... Manial Local Sysl
. Extensible Authentica,.. The Extensible Authe,.. Starked Manial Local Sysl
. Function Discovery Pr...  The FDPHOST servic,..  Starked Manial Local Sers
~Function Discovery Re... Publishes this comput, .. Manial Local Sers
",I Goodle Uodate Servic,..  Kesps wour Goodle 5. Aukamatic LT:aI S\;s bl
|_’| Extended A Standard /

DriveHQ Online Backup service

When you install DriveHQ Online Backup client software, this service will also be installed. It
will start automatically.
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By default, this service runs as the “local system” account, which has access to all local files /
folders, but it cannot access remote folders / files. Also this account is different from the current
Windows logon user.

9.11.2. Backup Network-mapped Drives

As mentioned above, by default, DriveHQ Online Backup service program logs on as the “local
system” account, which cannot access a network folder. You can easily change the service logon
username to a user who has the right access to the shared folder(s). (usually your own account).

To change the service logon username, please double click on “DriveHQ Backup Service” in the
Services window. It will open the properties dialog, click on the “Log On” tab, it will display the
following dialog:

DriveHQ Backup Service Properties {Local Comg ﬂ

General LogOn I Hec:n:wer_l,ll Dependenciesl

Log on as;

" Local System account

¥ | Zillow service to interact with desktop

¥ Thiz account; IYDUH_WiﬂdDWSLUSEHNﬂME Browse... |

PaSSWD[d: II.III.III.III.I

El:lr'lﬁfl'ﬂ FIEISSWDTd: IiIlilliiiIlilli

Help me configure uger account log on ophions.

Ok I Cancel Apply

Change the Service Logon username
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From this screen, you can check “This account” radio button, and then enter a username and
password to logon. Note this username is your Windows username, not DriveHQ username. You
need to make sure this username can access the network shared folder / drive.

DriveHQ Backup Service Properties {Local Com El

General LogOn | Heu:u:wer_l,ll Dependenciesl

Log on as:

" Local System account

¥ | Allovs service b interact with desktop

¥ This account; IYDUH_WiﬂdDWSLUSEHN-ﬁ-ME Browse... |

PaSSWD[d: II.III.III.III.I

El:lr'lﬁfl'ﬂ FIEISSWDTd: IiIlilliiiIlilli

Help me configure uger account log on ophions.

Ok I Cancel Apply

After you’ve finished, click on Ok to save the changes. Then you need to stop the service and
restart it to refresh the change.

9.11.3 Backup multiple computers using the same DriveHQ account

You can backup multiple computers using the same DriveHQ account. Even if you backup the
same folders on Computerl and Computer2 to the same DriveHQ account, the backup tasks
won’t overwrite each other. In fact, each backup task is associated with a computer. If you create
a backup task Task1l on Computer] and a task2 on Computer2, then on Computer 1, you will see
two backup tasks:

- Taskl;

- Computer2.Task2
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See the screenshot below, the task “W2008-SVR64.Backup2” is a task created on a different
computer with computer name “W2008-SVR64” and task name “backup2”. When you select this
task on this computer, you cannot start the task, nor can you edit the task. But you can view or
migrate the task.

& DriveHQ Online Backup - Enterprise Edition - Welcome FreeDrivehq!

Driverd O Online Backup

Enterprise Edition

-_)/'1 Manage your backup task(s)
. ¥Yiew Task Eﬁ‘ Refresh

[Mame | Femoke Size | Tvpe | Last Backup | Progress | Time Left

] Microsoft Outlook E-mail Backup 11 ME Backup weekly ... 07/15/2010 14:33:19
(B BRIJCE-PC.Backupl 0B Real-time 07/15/2010 15:36:14

Iil 1 l ILI

\ © 2003-2010 Dnve Headquarters, Inc. All nghts reserved. y

Manage Tasks screen showing a task created on a different computer

Click on the “View” button, it opens the following dialog:
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The source computer: BRUCE-FC

Source folder:

=) View the backup task on machine BRUCE-PC. £
Backup task name: Backupl Source files and sub-folders:
Description: Backupl Test

Select a backup type:

Real-time backup Scheduled backup

Set backup schedule

One time only Craily G

Weelkly Select day of week: b
Starting time: ! Exclude these files:
puiiaskyis valid from J W | J Exclude these sub-folders:

Maximum number of versions to keep: 3

(eqg. *.bak | tmp?.* | tmpfolder*) E

ity il Zelete ynowsed fles on servery

View a backup task created on a different computer

Note you cannot edit the task because the task is created on a different computer.

9.11.4 Migrate a Backup Task to a Different Computer

To migrate a backup task created on a different computer to this computer, there are several
ways. The easiest way is to use the “Migrate” feature. From Manage Tasks screen, select the task
created on a different computer, then click on “Migrate” button. DriveHQ Online Backup will
display the following dialog:
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